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Abstract: Images are transmitted through the internet for various purposes, such as confidential enterprise archives, 

document storage systems, medical imaging systems, and military applications. These images may contain secret or 

confidential information since it should be protected from leakage during transmissions. An approach for secure image 

transmission is needed, which is to transform a secret image into a meaningful Secret Fragment Mosaic Image with size 

almost same and looking similar to the preselected target image. The mosaic image is the outcome of arranging of the 

block fragments of a secret image in a way so as to disguise the other image called the target image. The mosaic image 

looks similar to a randomly selected target image. It is used for hiding of the secret image by color transforming their 

characteristics similar to the blocks of the target image. The appropriate information is embedded into the mosaic 

image for the recovery of the transmitted secret image. 
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I. INTRODUCTION 

In recent years data hiding has been proposed for the 

purpose of information assurance, authentication, 

fingerprint, security, data mining, and copyright 

protection, etc. In data hiding, pieces of information which 

are represented by some data are hidden in a cover media 

like image. In many cases, the cover media experienced 

some eternal distortion due to data hiding and cannot be 

inverted back to the original data. In the last some year 

image mosaic has become a popular topic in field of 

digital image processing and image based technique. 

Mosaic is a different type of art created by generating 

small pieces of any materials, such as stone, glass, tile, etc. 

It is invented in ancient time, but still used in many 

applications today. Creation of mosaic images by 

computer is a new research direction in recent years. 

Currently, images from various sources are frequently 

utilized and transmitted through the internet for various 

applications, such as online personal photograph albums, 

confidential enterprise archives, document storage 

systems, medical imaging systems, and military image 

databases. These mosaic images usually contain private or 

confidential information so that they should be protected 

from leakages during transmissions. 
  

Image transmission is a technique where not only 

meaningful mosaic images are created but also can 

transform secret image. With the use of proper overflows 

and underflows as well as pixel color transformations in 

the converted values of pixels’ colors, secret fragment 

visible mosaic images with almost similar to selected 

target image. The original secret image is recovered nearly 

lossless from the created mosaic image [1]. LSB 

substitution with pixel adjustment process for hiding of 

data is proposed. The image quality of stego image can be 

improved with less complexity [2]. Lossless data 

embedding embeds invisible data into a digital image in  

 

 
reversible way. In this method one can improve the 

embedded data to restore the original image [3].  
 

A traditional approach for quality assessment based on 

degradation of structural information. In this paper 

objective method for accessing perceptual image quality 

attempted to quantify the visibility of errors between a 

distorted image and a reference image [4]. This paper has 

proposed reversible data hiding algorithm, which can 

recover the original image without any distortion from the 

marked image once the secret data have been extracted. It 

is showed that peak signal-to-noise ratio of the marked 

image generated using this method is above 48 dB [5]. A 

spatial domain reversible watermarking providing high 

data embedding bit-rate at a very low mathematical 

complexity has been discussed in the paper [6],[9]. A blind 

watermarking method based on the DWT has proposed in 

the paper. The values of PSNRs of the watermarked 

images are always greater than 40 dB as shown in results 

[7]. DE algorithm may cause distortions in the output 

image; moreover the algorithm cannot perform smoothly 

near the layer embedding capacity limit. In this paper a 

new embedding algorithm has proposed to overcome these 

problems. The mechanism effectively avoids embedding 

distortions resulting from the use of large differences in 

the previous difference image [8]. 
 

In the proposed scheme the difference between centre 

index and its neighbouring indexes in each sub-block of 

indexed table by using a palette colour replacement is 

used[10],[11]. A new type of digital art called secret-

fragment-visible mosaic image has been proposed in this 

paper. A new color scale and new gray scale have been 

proposed to define a new feature which then are used to 

define appropriate similarity measures for images and 

blocks for generating secret-fragment-visible mosaic 

images more effectively [12].A image steganography 
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method has been proposed in this paper [13], which 

creates secret mosaic image from an arbitrarily selected 

target image. 

II. PROPOSED SYSTEM 

In this paper, a new technique for safe imagetransmission 

is proposed, which transforms a secret image into a 

meaningful mosaic image with the same size and looking 

like a preselected target image. The transformation is 

controlled by a secret key and only with the key a person 

can recover the secret image nearly lossless from the 

mosaic image. The Proposed method is inspired by [12], in 

which a new type of computer art image, called secret-

fragment-visible mosaic image, was proposed. The mosaic 

image is result of rearrangement of the fragments of a 

secret image in disguise of another image called the target 

image preselected from a database. 
 

The weakness of [12] is that requirement of large image 

database so that the generated mosaic image can be 

sufficiently similar to the selected target image. Using this 

method the user can not select his/her favourite image as a 

target image. Therefore to overcome this drawback; a new 

method has been designed that can transform a secret 

image into secret fragment visible mosaic image of the 

same size. 
 

 
Fig. 1. Result by the proposed method  (a) Secret image 

(b) Target image (c) Secret-fragment-visible mosaic image 

created from (a) and (b) by the proposed method 
  

 As shown in fig. 1 fig (a) indicates secret image, fig (b) 

indicates target image and fig (c) indicates secret-

fragment-visible mosaic image. Once the target image has 

selected by the user, the given secret image is first divided 

into rectangular fragments called tile images, which then 

are fir into similar blocks in the target image, called target 

blocks, according to similarity criterion based on color 

variations. The color characteristics of each tile image is 

transformed onto a corresponding target block in the target 

image, which results in a mosaic image looking like a 

target image. The proposed method can transform a secret 

image into mosaic image without any compression, at the 

same time data hiding method must hide highly 

compressed version of the secret image into cover image 

when the secret image and the cover image have the same 

data volume. 

III.  IDEAS OF THE PROPOSED METHOD 

The embedding of secret image into the target image in 

tile form and maintaining the visibility of the original 

target image. The proposed method includes two main 

phases as shown in fig. 2: 1) mosaic image creation 2) 

Multiple secret images recovery. 

 
Fig. 2 Block diagram of proposed methodology. 

 

1) Mosaic image creation : 

 Fitting the tile images of the secret image into the target 

blocks of a preselected target image. 

 Transforming the color characteristics of each tile image 

in the secret image to become that of the corresponding 

target block in the target image. 

 Rotating each tile image into a direction with the 

minimum RMSE value with respect to corresponding 

target block. 

 Embedding relevant information into the created mosaic 

image for future recovery of the secret image. 
 

2) Multiple secret image  recovery : 

 Extracting the embedded information for multiple secret 

images recovery from the mosaic image. 

 Reverse transforming the color characteristic of each tile 

image in the secret image to become that of the 

corresponding target block in the target image. 

 Reverse rotating each tile image into a direction with 

respect to its corresponding target block. 

 Recovering the secret images using the extracted 

information. 
 

 Performance parameters: 
 

1) RMSE: The Root Mean Square Error (RMSE) (also 

called the Root Mean Square Deviation, RMSD) is 

frequently used measure of the difference between values 

predicted by a model and the values actually observed 

from the environment that is being modelled. These 

individual differences are also called residuals, and the 

RMSE serves to aggregate them into a single measure of 

predictive power. 
 

2) PSNR: The Peak Signal to Noise Ratio (PSNR) has 

been used as a benchmark to evaluate new objective 

perceptual video quality metrics. The calculation of PSNR 

is highly dependent upon proper estimation of spatial 

alignment, temporal alignment, gain and level offset 

between the processed video sequence and the original 

video sequence, the method of measurement for PSNR 

should ideally include a method for performing these 

calibration procedures. 
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IV. ALGORITM OF  THE PROPOSED METHOD 

Based on the proposed method, the algorithms for mosaic 

image creation and secret image recovery may describe 

respectively as Algorithm 1 and 2. 
 

ALGORITM 1: Mosaic image creation 
   

Input: A secret image S, a target image T, and secret 

key K. 

Output: A secret fragment-visible mosaic image F. 
 

    Steps: 
 

Stage 1.Fitting the tile images into the target blocks. 

Step 1. If the size of the target image T is different from 

that of the secret image S, change the size of T to be 

identical to that of S; and divide the secret image S into n 

tile images {T1 , T2 , ... , T n } as well as the target image 

T into n target blocks {B1 , B2 , ... , Bn } with each T i or 

Bi being of size N T . 

Step 2. Compute the means and the standard deviations of 

each tile image T i and each target block Bj for the three 

color channels; and compute accordingly the average 

standard deviations for Ti and Bj , respectively, for i = 1 

through n and j = 1 through n. 

Step 3. Sort the tile images in the set Stile = {T1 , T2 , ... , 

T n } and the target blocks in the set Starget = {B1 , B2 , 

... , Bn } according to the computed average standard 

deviation values of the blocks; map in order the blocks in 

the sorted Stile to those in the sorted Starget in a 1-to-1 

manner; and reorder the mappings according to the indices 

of the tile images, resulting in a mapping sequence L of 

the form: T1 → Bj1 , T2→ Bj2 , ... , Tn → Bjn. 

Step 4. Create a mosaic image F by fitting the tile images 

into the corresponding target blocks according to L. 
 

Stage2. Performing color conversions between the tile 

images and the target blocks. 

Step 5. Create a counting table TB with 256 entries, each 

with an index corresponding to a residual value, and 

assign an initial value of zero to each entry (note that each 

residual value will be in the range of 0 to 255). 

Step 6. For each mapping Ti → Bji in sequence L, 

represent the means μc and ′ of Ti and Bji, respectively, by 

eight bits; and represent the standard deviation quotient qc 

by seven bits, according to the scheme described in 

Section III(A) where c = r, g, or b. 

Step 7. For each pixel pi in each tile image Ti of mosaic 

image F with color value ci where c = r, g, or b, transform 

ci into a new value ′′; if ′′ is not smaller than 255 or if it is 

not larger than 0, then change ′′to be 255 or 0, 

respectively; compute a residual value Ri for pixel pi by 

the way described in Section III(C); and increment by 1 

the count in the entry in the counting table TB whose 

index is identical to Ri.  
 

Stage3.Rotating the tile images. 

Step 8. Compute the RMSE values of each color 

transformed tile image Ti in F with respect to its 

corresponding target block Bji after rotating Ti into each 

of the directions θ =0o, 90o, 180o and 270o; and rotate Ti 

into the optimal direction θo with the smallest RMSE 

value.  

Stage 4. Embedding the secret images recovery 

information. 

Step 9. Construct a Huffman table HT using the content of 

the counting table TB to encode all the residual values 

computed previously. 

Step 10. For each tile image Ti in mosaic image F, 

construct a bit stream Mi for recovering Ti in the way as 

described in Section III(D), including the bit-segments 

which encode the data items of: 1) the index of the 

corresponding target block Bji; 2) the optimal rotation 

angle θ° of Ti; 3) the means of Ti and Bji and the related 

standard deviation quotients of all three color channels; 

and 4) the bit sequence for overflows/underflows with 

residuals in Ti encoded by the Huffman table HT 

constructed in Step 9. 

Step 11. Concatenate the bit streams Mi of all Ti in F in a 

raster-scan order to form a total bit stream Mt ; use the 

secret key K to encrypt Mt into another bit stream ′ ; and 

embed M t into F by the reversible contrast mapping 

scheme proposed in [6]. 

Step 12. Construct a bit stream I including: 1) the number 

of conducted iterations Ni for embedding ′ ; 2) the number 

of pixel pairs N pair used in the last iteration; and 3) the 

Huffman table HT constructed for the residuals; and 

embed the bit stream I into mosaic image F by the same 

scheme used in Step 11. 
 

ALGORITM 2: Secret image recovery. 
   

    Input: A mosaic image F with n tile images {T1, 

T2,….,Tn} and the secret key K. 

    Output: The secret image S. 
 

Steps: 

Stage1: Extracting the secret images recovery 

information. 

Step 1. Extract from F the bit stream I by a reverse version 

of the scheme proposed in [6] and decode them to obtain 

the following data items: 1) the number of iterations Ni for 

embedding M ; 2) the total number of used pixel pairs 

Npair in the last iteration; and 3) the Huffman table HT for 

encoding the values of the residuals of the overflows or 

underflows. 

Step 2. Extract the bit stream ′ using the values of Ni and 

Npair by the same scheme used in the last step. 

Step 3. Decrypt the bit stream M ′ into Mt by K. 

Step 4. Decompose Mt into n bit streams M1 through Mn 

for the n to-be-constructed tile images T1 through Tn in S, 

respectively. 

Step 5. Decode Mi for each tile image Ti to obtain the 

following data items: 1) the index ji of the block Bji in F 

corresponding to Ti; 2) the optimal rotation angle θ° of Ti; 

3) the means of Ti and Bji and the related standard 

deviation quotients of all color channels; and 4) the 

overflow/underflow residual values in Ti decoded by the 

Huffman table HT. 
 

Stage2: Recovering the secret image. 

Step 6. Recover one by one in a raster-scan order the tile 

images Ti, i = 1 through n, of the desired secret image S 

by the following steps: 1) rotate in the reverse direction 

the block indexed by ji, namely Bji, in F through the 
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optimal angle θ° and fit the resulting block content into Ti 

to form an initial tile image Ti; 2) use the extracted means 

and related standard deviation quotients to recover the 

original pixel values in Ti according to (4); 3) use the 

extracted means, standard deviation quotients, and (5) to 

compute the two parameters 𝑐𝑆  and 𝑐𝐿; 4)scan Ti to find 

out pixels with values 255 or 0 which indicate that 

overflows or underflows, respectively, have occurred 

there; 5) add respectively the values to the corresponding 

residual values  𝑐𝑆 or 𝑐𝐿 of the found pixels; and 6) take 

the results as the final pixel values, resulting in a final tile 

image Ti.  

Step 7. Compose all the final tile images to form the 

desired secret image S as output.   

V. EXPERIMENTAL RESULTS 

A series of experiments are conducted to check the 

projected methodology. Associate examples of the 

experimental results of mosaic image shown in fig. 3(b).  

Here we are using multiple secret images, so that user can 

save his/her time . 
 

 
3(a) Target image 

 

 
3 (b) Mosaic images created from target image and tile 

images. 
 

 
3(c) Secret image no 1. 

 
3 (d) Secret image no 2. 

 

 
3 (e) Recovered secret images  

Fig. 3 An example of the experimental results 3(a) target 

image, 3(b) mosaic images created from target image and 

tile images, 3(c) secret image 1, 3(d) secret image 2, 3(e) 

recovered secret images. 
 

 
Fig.4  MSE, RMSE, PSNR calculation of recovered secret 

images. 
 

It can be seen from fig. 4 that the mosaic image formed by 

the proposed method has smaller RMSE value with 

respect to the target image, which is that image is more 

similar to the target image in appearance. The other results 

of the experiments show the same conclusion and users 

can select their favorite images for uses as target images. 

VI. CONCLUSION 

A novel method for secret transmission of images is 

presented. The secret color image is camouflaged into a 

target image of the same size to produce a mosaic image. 

The mosaic image resembles the target image and is 

visually indistinguishable from it. The mosaic image 

creation involves block by block processing of the images. 

Gaussian noise is added to the secret image to ensure 
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positive variance of intensities within image blocks. Image 

blocks are matched according to the standard deviation of 

the intensities. Then a color transformation equation is 

utilized to transform the secret image blocks into the 

mosaic image blocks. The performance of the method was 

experimentally analyzed using RMSE and PSNR. It was 

found that the method yields high quality mosaic images 

and the extraction of the secret image accurate. 

 

VII. FUTURE SCOPE 
 

Future studies may be directed to applying the proposed 

method to images of color models other RGB and GRAY 

model.  

ACKNOWLEDGMENT 

The authors would like to thank the reviewers for many 

useful comments and suggestions which can improve the 

presentation of the paper. 

REFERENCES 

[1]  Ya-Lin Lee, Student Member, IEEE, And Wen-Hsiang Tsai, Senior 

Member, Ieee,” A New Secure Image Transmission Technique Via 

Secret-Fragment-Visible Mosaic Images By Nearly Reversible 
Color Transformations‖ IEEE Transactions On Circuits And 

Systems For Video Technology, Vol. 24, No. 4, April 2014 

[2]  C. K. Chan and L. M. Cheng, ―Hiding data in images by simple 
LSB substitution,‖ Pattern Recognit.., vol. 37, pp. 469–474, Mar. 

2004. 

[3]  J. Tian, ―Reversible data embedding using a difference expansion,‖ 

IEEE Trans. Circuits Syst. Video Technol., vol. 13, no. 8, pp. 890–

896, Aug. 2003. 
[4]  Z. Wang, A. C. Bovik, H. R. Sheikh, and E. P. Simoncelli, ―Image 

quality assessment: From error visibility to structural similarity,‖ 

IEEE Trans. Image Process., vol. 13, no. 4, pp. 600–612, Apr. 
2004. 

[5]  Z. Ni, Y. Q. Shi, N. Ansari, and W. Su, ―Reversible data hiding,‖ 

IEEE Trans. Circuits Syst. Video Technol., vol. 16, no. 3, pp. 354–
362, Mar. 2006. 

[6]  D. Coltuc and J.-M. Chassery, ―Very fast watermarking by 

reversible contrast mapping,‖ IEEE Signal Process. Lett, vol. 14, 
no. 4, pp. 255–258, Apr. 2007. 

[7]  W.-H. Lin,S.-J. Horng, T.-W. Kao, P, Fan,C.-L. Lee, and Y. Pan, 

―An efficient watermarking method based on significant difference 
of wavelet coefficient quantization,‖ IEEE Trans. Multimedia, vol. 

10, no. 5, pp. 746–757, Aug. 2008. 

[8]  Y. Hu, H.-K. Lee, K. Chen, and J. Li, ―Difference expansion based 
reversible data hiding using two embedding directions,‖ IEEE 

Trans. Multimedia, vol. 10, no. 8, pp. 1500–1512, Dec.2008. 

[9]  V. Sachnev, H. J. Kim, J. Nam,S. Suresh, and Y.-Q. Shi, 
―Reversible watermarking algorithm using sorting and prediction,‖ 

IEEE Trans. Circuits Syst. Video Technol., vol. 19, no. 7, pp. 989–

999, Jul. 2009. 
[10]  D. L. Ruderman, T. W. Cronin, and C. C. Chiao, ―Statistics of cone 

responses to natural images: Implications for visual coding,‖ J. Opt. 

Soc. Amer., vol. 15, no. 8, pp. 2036–2045, 1998. 
[11] Munkhbaatar Doyoddorj, Chul Sur, Youngho Park and Kyung-

Hyune Rhee,‖ An Improved Reversible Data Hiding Scheme Using 

Extra Space Modulation for Color Palette Image‖, International 
Journal of Database Theory and Application Vol. 6, No. 2, April, 

2013 

[12] I. J. Lai and W. H. Tsai, ―Secret-fragment-visible mosaic image—A 
new computer art and its application to information hiding,‖ IEEE 

Trans. Inf. Forens. Secur., vol. 6, no. 3, pp. 936– 945, Sep. 2011. 

[13] Nitin Kumar Agrawal#1, Neeraj Pandey*2, Ashish Arya#3,‖ Data 
Hiding System with Mosaic Image for Protected Communication‖, 

International Journal of Computer Trends and Technology (IJCTT) 

– volume 4 Issue 5–May 2013 

 

 

 
 


